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(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a packet 
repeater system whose security property against any 
illegal access is improved by transmitting an illegal 
access packet or any suspicious packet to a decoy 
network. 

SOLUTION: This packet repeater system is provided 
with a packet relay part 2 for relaying a packet between 
networks 20 and 30 and a decoy guiding part 3 for 
transmitting the packet from the network 20 to a decoy 
network 40. The packet relay part 2 is provided with a 
filtering part 5 for deciding whether to discard or decoy- 
guide the packet from the network 20 by using a filtering 
table 6 and an intrusion detecting part for updating the 
filtering table 6 by monitoring the packet from the 
network 20. 
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IS So 

8 ] mm. 4 tiBKs nfcjfi 1 fe^t/sn 2 © 

\~<jpm^mt. 'Vry h*1s&irz/'i'r-y b&m 

m 1 ©/^7 h4>SBlgB©§I 1 ©*-y h"7— *fB©#- 
htfgf 1 <Q*-y i^-^Elg^fu 

!820^? htf8lgB©»l1 1 <D* y b7-^n : JO^- 

•y h^e3l^tl5^2<DgK*^StU. 

2<D*-y by-? t&mco* b >J*<y h7-?^tt 

,^.y bQ>wm&K&m-zntt b y«s*«Bi:*fli 

/^•y htffSSIil^ ail ©*v h*7-***tf»2© 

W> 1 <D%-V bV—91? 5>)£ 2<0^>7 h 7— /'CWL/ 
T 3£« « tlfc / ^ -y h 1 *5 * tm 2 O * -y h 7 - ^ 

±iB/^-y b*a*a5* s > «*-T'<*'<^-J' hXtt*hU 
7 ^ ^ U > — i: , 

7-c;b^y>^*x-7';l'^fflv N T. mi<D*'y by— <? 

frzmzo)*? by-ticttLxmmntifc'^-y ho 
mmTtximm^tmmcm^^ %wvr>y b<D!&mx 
\i.*bvmm*'fk%.?%7<(>w) * w t « 

m^n/t^^-y b*mmi,T, 12©^ hv-^-^T 
•#-r 5 d t mm t -r s * h y ->^r- a c 

i [W** i o ] ±E><*- -y b * i O* v 
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±E* h U *«««^ 6©±K>< 

[«|2ft«l 1] ±E*f- 'J *h"JW»* 

[IfcftH \ 3] ±E* h "J * b 

[0 0 0 1] 

[0 0 0 2] 

H13I4, 8e*OftX«»->^-r^^*l 
B. 3 0»irt**7h7-^ 3HW«gt, 5 

[0003] h«tt»«il i tttt** 

1*7 — £ 3 O^iMtB-r^c rt8B«*»H3 1**6 

JtW*gl2 I -\<0^^r-y 3 0 

[0 0 0 4] lCT% »»*7h7-*2 0^6rt»* 



3 ) ^2 00 3-2 6 4 5 9 5 

•y 3 0^O7^-bXC±*JfiB*nTU^i8&**fe 

«• «l*tf, ID3-FR^«7-FlcJ:otBI« 
nfc#/£tt#rtaaK*«iH 3 1 JC7*«f*CfctfHl 

£2 0^&rt»*y b7-^ 3 O^REKTi'-teXL.fc 
[0 0 0 5] COJ:5*^iET*-fe^6rt«*y 

2 O^B^iET^-feX/^^ h*W8UU ^IE7^-fc 

[0006] co*ft7-f;WUvyntt*t*/^ 

StffflJ8-e*D. fi»^h7-*3 0O-fe+ayf-f 
20 *5K*3fc#fc* -7t;W^^y v— (^f-^f 
m^ntfil«*5l£K^SilOfig««4#y^-) 

XOB^O**W^*"^ HOI ofcWt^FjET* 

[0 0 0 7] B¥*t8«5 H*> ;^7b«iH« 
tfrtflB*^ h7-^3 0*!KtflU il'f-^OKf 

HHB*iR*-r*o iR»«ft^1iWB«- SWrSSKtS l Efc 
0^\M»]^n^c 

[0 0 0 8] *^h7-*M#tt. Slf«*»t5 
0*ffl^T. htlffll07^W , J^f- 

So 

[0 0 0 9] 

Att±EOJ:5»c«ia*ti, F7-*ffSKHC*o 

TfiSftt^fto ££Zh\ CO<fc^^7h7-^ 

50 -[OOlOlSfc, ^<T7h*»81^ IDS (Intr 
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usion Detection System) tmf n&fSA&fcnffiSE*^ 
^eo^-^v^f-y^tcj;^ ^jET^X'^y b 

h^t^mx^rs^mm^. rtift^y b7-*irc^iE 

/Co I DSlC^^IEZ^X/^y bO^ffiK: 

[0 0 1 1] ±E<0»«tciS^T4^nfefe 
y*y b**by*y b7— ^^aSffl-r«Ci:K:J:0, ^ 

[0 0 12] U -yb 

[0 0 13] ^^a>Jf^KWt^^^7 b 

^^B^.itf^FIEZ^-trX^^'y bXte*-£>S^<Dfe 
5/^y htf*MJ^7 b7— **^LT«»S*l** 

^IMWo 26^, -t^aUT^ U^^^it^ 30 

**y — *<DEfi*ffl/\ fcSl^li. ^lET^-fe 
X 'NOttJQ* U 7 ;1/ £ ^ A f t L /c * b U HS^ ^XrA^: 

[0 0 14] 

$2^7 h7-^^Tv^-y h^i"T5^^^ b* 

ft nft^^r >y b*SE 1 *5«ktfai 2 7h7 

— Z£teftl<D* b U * <y b7— i^iSSWT** b UK* ^ 

[0 0 15] ±B2/V^y b+«8Bi. aSM"'**'^* 
bXfcfc* b UBSM"'**'*!^ boaS<l7t;3l«2Hiife1« 

y-f— 7/U*JTJ^^T. as 1 <0*-y b 7-*fr&aS2<&* 
>y b7-^tcftLT5M<I2nfc/^y boaHl7c;Xte2l 
<I^1f#Etcgofr, bO«*Xti* b Uffiff 

^^bS2to7 by — ^iCfcTLTiMfl ?tlW7 b 
*E»LT, S2^7 b7-£^IElC7^-tiXL£ 5( 



^200 3-2 6 4 5 9 5 
d£^&^IE7*-trX^'y bfcfctttiU 7^£U> 

[0016] nmmz^mm^miic^^^y b* 

y-y b^rSttJ-r^i: ^tc^^n^o 

[0 0 17] B**«3U:IE*0*J15W^J:*^^^b* 
®^Bte. JBlO*vb7-^6»2 
<Q*>y h7-*lc»LTaS««nft/^f b^rFJT^O^ 
lET^^^^y b<0^# — >f- ^^tb^bT. ^jE 
T^-tX/^7 bfc«UJTS<fc3K«J£2ft*o 

[0 0 18] flt*«4tclB«<0*»WtJ;«^-5r'y b + 
fBttHtti* * b U R«S^. * b U *8*SHfr &SB 1 <D 

**y hy-tfcmsxmm-zntc^'rv h*wv b* 

©y^y b^J 1 £>**y b 7— ^iMdJTSJ: "3 tctfSfiE 

[0 0 19] W5R3S5lcfBK^*58M^«fcS^^r^y b* 
ffiiSBte. *bU *hU*yb7^C*« 
£ n ft mm :3>l£:x-*fc:<fc9ffiJ3t*tt. * OiRJT] -r- 
£^X£rj>LT/^y b**8Mc«tt**u ^7h* 

maw. *bURW»^es<i^*^u^^ b7-^ 

*^6fl5 1 <D**y by-**c»brai«*nfc/^*y btc 

Lt^ l co^^y b7— ?K:38iUi"r*«t5*c*jgR*n*o 
[0 0 2 0] |ffl*9i6*cBH«l<0*5E9JJc«fc*'^ % y b^ 3 

T>7b7-^^LtiMI^n/c;^7 btcov-T. ^ 
©»«ftM«K:ffi-3*. * b yW9*nte^^-y b<05M 

iSTtaMzmmfGtr&wv b**ij»iu ma tat 
boi«(i7tfli«^by«B*«Wi:wt)ar&n 

[0 0 2 1] »*«7tcEtR<0*«Wic«tS^-!r'y b4« 
sMfl^tiSv'^-y btcoi^T. ?B2^)T KUX^iMfH^ 

i««i:-ra^-y b*WBUu *by«»»*^ 

n/cr^y^y b"02S«ife««*S 1 FUXtcSHb 
T. *b'J**y b7 — *^3Siai , r*«fc3m*BfiK*tl*o 

[0022] m&m8\zizm<D*3zw\rz&2>^'rv b^ 
b^^i-r^^^^y htmmmczowfiizti 

%o B l l h7-*fflO 

^-btfmi <D*v b7-^(cig^2tu 82^7 
b*8li£B<0S l ©**y b7— *iO#-htfB20* 
«y b7-^^}ffe^n, 1 $S£Zf*£2<D^'rv h*m 
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1 *5 J: IfSg 2 ©/V5r-y h*«St«©* h 'J*-> b^-f 
JHO#- b #E^fc»B«*U ffitfiffl Btti: LTSG 1 © 
/V5ry b^BBBK^oT^bUBBStl*^'^* 
baM£3M£*l£SI2<ai&8g£}&fiRU /^7hESil 

[00 2 3] IS** 9 fclEB©*5»U3K J: ** b U «• 

-*lci8gESttfc^-y b#3i£IBi:. SB l tsZlSBZ 
(D*-y h7— *fcttffll<D*hU*-y b7— i'S/l'tT^ 
y -y b«t>B»BK«SBS*ifc* b yB*«Bi:*« *T 

[0 0 2 4] ±SB^^^ b4»«BH«u 31 1 <D*-y b7 

f^-^KttLTjMfiSnfc'^-y b*ffl I**tf8l2 
©*-y b7-*i:»±B«J<D*by*-y b S 

[0 0 2 5] ±ScV^-y h^HtSPii;. SBBr-^f -Jrv 

b*ei**- 57-fWJ^f-^i't> 7 y > 

«jfe«HBlc«^*, SB/Vr-y hO»*Xtt* b 
?fr5SS2fl[>*-y by-^fcttLTamsftfc'*^ b 

[0 0 2 6] B$Bl 0tE«O*»WK:«fc**h , JK 

2 co* -y b «7— *'^oaa«JS««BW£OB«**l 
A SlO^-yb^-WO^"-' hSrjfb 

y48*$SB'sjMHiU *hVm*&iWL1fi* '^7h*i 
gEBA^P) CD±E>^-y bfcEBU II©*'? b7~? 
*> blS 2 -y b 7- *'s05DHBIftO(tt«atcgi 2 0* 

[0 0 2 7] B$& 1 1 KE«©*«W«C±45i- b UB 

<!r-y bO'Mry bB«*»WTU ccofSflrSSJilKg-^ 
T\ *h'JWI«nft^f b*B2©*-y b7-f 7. 

So 

[0 0 2 8] B#« 1 2 £E*05*f8BU: J: «4- h U R 
%SB2©*'J' b 7— **5«fctf* b U SS^B^iMffi U 

* b«J *b'J«««tite/^y b 
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[0 0 2 9] B#Jgl 3tlEtt©*»W^«t**byB 
»->*xi»«:* *b'JB*BB#. *bUBB«tlfc/< 
>r-y HD/Vjrn h1ft«*i)«tfU C ©BttM«lc»"3^ 
T, -b-y ->h vy-b-y b/^-y b£3§ 1 b7-? 

[0 0 3 0] 

miMtomm nets* b yssi->^rio-«««^ 

Lft/a^i'BT'feS, Htf© 1 «*b UBWBB. 2 
/0 bf»». 3tt*M.JB*», 4 (iff 

SB. 5l*7-fWJ^ifil»« 6(i7-fWJVy"f 
-7;k 7l±rtS5/^X, 2 0lifl-SB*y b7-£, 2 1 
ttfl.fiWH*»BL 3 0ttrt»*» bV-», 3 lttrtB 

[ 0 0 3 1 ] * b UBBBB 1 tt. b7-* 2 

0 43«tt/rtSi5*-y b7— ? 3 0 KBB2*U B*'* b7 
— ^HT'/^-y b^B**??/^* h+iMT'fe^. 
Tftto-S, n«*^il2 1 fr&rt&B*BB3 1 's© 
20 /Vr>y b%7+gp*-y b7— 9 2 0fr5$BU rtSP*-y 

hy _^ 3 o^iMtts-TSo rtaws**B3 i<p6 

^•ffB5|c«B2 1 'stD/^ y b«:rtffi*-9 b 7-^7 3 0 
fr£S<SU nfSP* y b7-^ 2 CsjMffi-tSo 

[0 0 3 2] S*-y b7-<> 2 0, 3 0, 4 0Cli, I 
ft. 2W±OB5t£«B« , «««ft"Clr^S«», HfTtt* 

B*tiTv«. b7-^ 2 o«, -r>^ 

S*-y *b'y*-y b7-^ 4 

0(3;, rtSB^-y b7-^ 3 0 lclZ®i?t£ tit &^ b 

*by«i*»B4 1 m&m-znr^z, 
[0033] * b y mmmm \ a. w»* y b 7-* 2 
ofeitfrtSP*^ b 7-f3 0 tiggS^n/'c^'T-'y bf> 
J8SP2 *b»J*y b7-» 4 0fc£B2tifc*bU 
ffi«ffi 3 A>e.=Q: 0 , '^7h 4>^SP 2 fe<fct>** b 'J B* 

4"^SP2«, ^?>l;:{fA^»igl3 4 7-fWJ^ffl 
gg|55 7-r;U^ 'J v^x-7";l/6i:«cj;»?«fi)t*n 

So 

40 [0 0 3 4] *b'JBB8P3, {lA^»gI5 4fcJ:a"7i' 
;b^y V^*jaagP5tt, *-yb7-^SSS (^SP*yb 
7-^2 0, rtSP*-y b7-^3 0) L^cO^XT'odS 
rtg!5/ < :X7^:^LTSv^c®{i-rSili:* s T€2> c , $ 
fc, * b 3 *5«fcOHSAfc»a54 t±, * V b 7- 

[0 0 3 5] BABfcrtMtt, nBP*-y b7— ? 2 0ft» 
P,<0;^7 HOXf^SMtToT, DoS (Denial 
of Service) , 7+f->^if<D*7b7-^^ 

50 I«tT'$i5/^7 hf-^WW^.b n/c^FIE-' 
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[0 0 3 6] 7*)\s$*)>!f9m&5l*> JW'^^ 

2 o^^iUd^n/c:/^^ WcttU rt^-y b<7 

ftfrtU $];U4\ rtgp^^y O^IEtCT^-fe 

71^9 fcT^jET^-feX'^r-y H45£^2n, 

T ^X<D££i^fe ^ v Mi^hU^y bU- 

? 4 o^mwzn, z<Dm<Dmiv;^ J rv M4. 

h7~^ 3 0^\iMtB^n^>o 

[0 0 3 7] 7>c;l/^U >y-r-^6t;:^, 7^/1^ 

UBHUf ^#>^y h ^ LTx /*5ry b 03Mffll7cXttiS 
-f;i/?y^yf-7;l/6i:-at5^^ M4. K*^ 

6 14. SAWOtf 4 J: **att*K*3^T Mr 
[0 0 3 8] *>UR»»3tt. rta$^X7$:/VLT. 

7 -r ;i/ £ y y rsnmiM 5 6 . * h y ssarr ^ .y 

[0 0 3 9] ^fcttmco^TKBTTSo ^ffl«8*KB 

J4. h7-^2 O^lTthUSiglH- 

2 07^;U^ , J>^Sa^^' N A^^ti^>i:^^^> « 
X«taf»4te:t>A*5nSo c<0<SA«»lfiP4 (4, /*5r 
-j b*PM&2O\0nT*'7t2^7>tiX : e— K*^r;l/ 

[0 0 4 0] h*»fflLfc7^;i/*y>yfflai» 
5(4. 7 'J V^f 6 IlI^^T, iM(i7t:X 

ttiSMIftflHB, W*tf* j^IteI P (Internet Protoco 
1) SlflJfcl P7FU^ 3g{i7t;TCP (Tra 

nsmission Control Protocol) t'-bf iMfl^cT C 
P^— ^{ItcUDP (User Datagram Protoco 
I ) h # 3 * ft ttSSfllft UDP#-b x *y 

[0 0 4 1 ] C<D*gHL 7^Wr^r- 7;l/6icte 

y^asna 5 ic & r®r^ n. *bv iRwoiSJEtf* 
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4 0O*hUi«*S5H4 1) ^RiSti, fcfcfcrtffi* 
>y h7-^ 3 OtctiiUm^n^v^ — fiSS*5j:t/|g 
^O^&tf^nT^&^v^-y HirtOT^-y b7~^ 
3 O^aSffiStlSo 

[0042] 122 14. H \ <D* b Vmmi'^v-L.lZ&rt 

y-* 2 o*^rtw**y h7-^ 3 oiztiLxmm^n 
<x>«jb;£*u ©*by*^ h7-^ 4 oakums** 

70 n. feSl/^4. ®W^b7-^3 0^i^n§o 
[0 0 4 3] ht»SLftiA«»S4 

ftit-8\ ssfrisfc^aftfttfy^— (^lET^-fex 

(4iilfiife«ffl £ . * nte: H&^tt & ti* 7 -f ^ * U V ^ 
jail (tt«X»8!4l) *8W£U fi*^7WlT7 

20 ;l/6^Jg»f^tiSo 

[0 0 4 4] ffliltf, ^piE7'*-feXtf»totl*z<-5ry H 

[0 0 4 5] *56MO»«U:J;tiJf. SAtftJePffl 4 J: 
30 oT^SP^'y bV — Z 2 Ofre^ET^-tX^ y h 

iET^-feXz^^y htciCU^m^y 7;l/^^AT'SI 

■fe + a'Jf-ftt^|Pl±««CfctfT'tSo 
[0 0 4 6] ^fc. h 1 ?-^ 2 o^&rtSP^^v 

h7- ^ 3 O^O^iET^'trX^r^M 

[0 0 4 7] "^W12. 0 3C4. *«W<D*«M>JB 
JJRZ^iS^h'J >x x i^o- «J tiK W*S L ft 7 a 
7*at*6So gj^^8{4^-Vt-;l/3>b e iL-^, 9 
H:7hV>*-H, 10I4PCI (Peripheral Cotnpone 
nts Interconnect) ^X, I U4 P C T ^>^-7x- 
X^P. 1 214T C P/ I P-f — 7i- xaSTfe^o 

|ri|— (0?9^^LTRtt9J€riS»8-r«e 
[0 0 4 8] ^-y7-;l/3>b e ^L-^ 8(4. thUli 
50 ffi3fc, PC I ^^-7i-^«l 1 fc. TCP/ I 
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p^V^-yi-XSU 2fre>&S„ *h»JIS«SB3 

h>)x7tUT«n, PC I ^>*-7x-XKM 
l^LTPCI/UlOCi^n, 7bW#— K 
9fc©ii<l*fT?i:tUc, TCP/lP^^-7i 

*h'J«B*SB4 1 fc©ji{f**T-3<:i:tfT*#So CO 
y +;l/3 V tf a- * 8 14, 7 F-f >*- F 9 i: i: & 

[0 0 4 9] 7 hV>«-H9tt, P C 1 AX 1 O^rt 70 

S8©fcfe©1i§§T';fc9, /<-y^;U3>tra-#8©tt 

(*rtca*i&snTv>%o c©7F'fv#-F9i4, ffi 
x&ftSP 4 , 7^ u 5 *5<fctf 7 -f 'J 

V 6 A* 6 * 0 , «X«*P» 4 *5 <fc tf 7 4 fit* 

*s, pc wui oi4, a 1 ©f»3»ax 7 etas u r 

So 

[0 0 5 0] rt«*yh7-*3 0*J:tf*MJ*'S'h 20 
«7— it 4 014, A— V^I/3>tTa — * 8*5J:tf7 K'T 
y#-K9t^UT, PC I XXE* 9*81**1*©* 

k.14" ] P7F UX^©*y h 7-*K£«*B) fcrtSP* 

— ^ 3 0 klslCT'a F3M7 F UX{***J*J8 U * 
£>lc, ftm-<y b7-^3 o±©«l*«B3 l i:RUU I 
P7FUX.**F9*-J> h7-^4 0±O*h'Jffll*Si 30 
g4 HcfJOMSTSC £#T*#So 

[005 i] ttT'?-tx*f&frZW®*'y 2 
o±©««« mumo *h 4 1 *©® 

A(cJ:t7, *h'Jiffi*^B4 1 *»67f -fe^aJffiftB* 
-7-^3 0. 4 0Oia«E*ifi^^tltf. ^IE7?-feXA 

r^s c i:**ii#K:«tJ*>nit< < f s c fc#-e* 

So 

[0 0 5 2] ^KlJjmco^Tta^-f So 14 S4, 03 4i 

tmx-3bZo mmmmm<D>w--y h©«tft»4, sfefis©^ 

& ^ -y h 14 , 7 -f 9 V ^«BJ» 5 E XfJ 2 
ft, ©Si, *h'J«*©»*T?ftw<*-y H*, 
.., ^9-^73 o^iMtB^nSo ®{SA^Si5 4l4, 7F 

Xfr i: 3 ^©fUBfrfcfTd e ®^IE7 *-feX£#6H, bfcti 
^ftW©^IE7*4zX£*$SeB6<*fc*i>e, PC 5 
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I MX*rtLT7w;U*U>'*"7 L -7-rt'6£M8rU f 

SI jX 9 2/— * § f&WEgH-f So 
[0 0 5 3] @5t4, 0 3©* h 9©§^->X7-A»c*3l/-> 
T, 7-f;b£U>^SPlSBE4:^T^-y htf*l-9S§ 

5aiiSP5t4, 7-r;l>#9 V^7-7^6lc^oT, 3MfS 
^Xt4iMfl5t1f$S, S^tcI P7FbX, £iB 

jfel P7FUX, J|Hl7t:TCP*-hS#, iMfe5feTC 
P*-h§#, iHi7tUDP^-h#-^^f=t45Mte5tU 

OTWEstifc'**-* HT-a&ntf, *h-y*i*«B4 1 ^ 
WMM-sfc*. sK/*4r-ynepc i/<xi o*aiUT 

^_y^-;Ua>ejL-^ 8^f£3|-rSo <5>A— 7^1/3 
> t c a. - * ±© T'a v A t b T © * h 9 ISaSSP 3 14/ < 
y.^ o«DSij«¥ iJM L, * h 9 S1*^B 4 l tfftfflWflfe 

7 h7-^4 c\jiit±i-rs„ 

[0 0 5-1] £*5, gA«l»l£Se4 *^SiJ*^ b 7-? 
0^t»© 7 FIE7i'-trX^tiSbfc)t^-C(4, «A«fiJSP 
4 & 7 -C 9 y yjttJlSE 5 ^SS^RlWilJa^iM & 
ft, 7-^1/* 9 y^Saai!fSI5 5(4rtr^-y F7-^ 30^ 
©SlSilfi^-aJlSfi-rSo c©i:#, ±5Sbfc519, 
7 4 fi,# 9 >^*r-7;b 6 A<MST*ftS©T*, *©»K 

s« Lftnao^^ y J- «^ 7-<- 9 >ymmw 5 e 

J; -3 T* h 9 «S*^IH 4 1 NR»S ftSo 
[0 0 5 5] -7a, * h 9 4m*»B4 1 b 
7-^2 0iC)?Wf^l2 1 (*B#) Ettl^* 
•y h^^fS-TSUS-gr, ©* h 1 frBO'^ 

•y ht4, *hU*v h7-^ 4 0^LT^-Vt^3 
^e^-^8tcAt)*ftSo £R/*3ry h*TCP/I 

SP314, P C I AX 1 O^LtT Fl'V*- F9^A 
y-y b©?53MS5l?^tB"ro ©PCI AX 1 O^LTA 
-y h©i|£il^*^WgXofc7 -< 9 >y«WB» 5 
{4, SflLfcA-y-y ^^r-t'— b (S^iS 

^gp*-y b7— ^ 2 O^iMfcBI" So 

[0056] ^mmommt'it. * \ 9 si#sp 3 «><- 

1 y-^/l/nyezL-* 8±©V7 h 7X7C <fc 9*^L, 
^|^3ytfa-^{cA^-y F*«tSifii:LT©7F-f V 

#-K9*pci/«i otcfcoartstbT^afctos p 

C I F^-fA^r^fftlf, gt^©A-y^-;l/3>lfa 
-^^^fflL-T, *h9§ISi->XxA*#l^-rSCi:AS 
T'#So 

[0 0 5 7] £fc * h U «!5t£*eBt 4 1 frSO'^f ^ 
*fl.ffl*-y b7-*2 0fc:aiffiU rt»*yh9-*3 
0±©iSS5l5^3 l f MCJMtfrtWfcfc 

46, >PiE7^-feX*K***1-8l5* , y h7-^ 2 0©fJffl 

o m (*b«) c*byw»«nTir^«ct**-J*»n«i 
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[0 0 5 8] *h'J*yh7-*40O^ah3 
;K TKl/XWHtrtf*'!' I"'-* 3 OOtntPl- 

ffljtitw (osyrtss^-y J-y-*±©a£*^H3 i) 

*4 0±<D*Fy«S5fcgB4 1 tciMm-rSiii:le:<i;0. 

* h y kwchw/pmi <■<■«■« c i: *<> 

[0 0 5 9] *ffiS(DJg^3. *fi6<DJfc!£2T'*i, *h'J 

it-s, *hy«H5RSE«4 1 i:. ttSB*-y F7-*2 o 

±cogt35S#wno*ai*^ll ^ ©H9Tv ^ -y F iflHS&fr 5 

[0060] «*hy«*««4 1«. *m;r«»3 

CJ:OSSPSK<RSltt& I P 7 F U^tfMD ST 6*1 

*FyS§«SI5 3(4, **FU«H*S«4 HcfflOS 
T^MST F I P7K UXK«Ji&cJltTSS s 

gtafctfec, 74**v v^iasisps (c*tu (sat 
^•y f*s« * f y bi»»3 jceai-r* 

[0 0 6 1] Sf, *Fy«B*«H4 ltf. J*W**F 
(Domain Name Server) (CTiLT. ;^7h^it5 
[0 0 6 2] 126(4, *mm<omiM<Ofc&3lCJ;Z>*h 

y«*»B4 1 frp.&PSWttott^sMsiifc'**"* 

*1£B4 Ifctt, *F'JIIBill»C«ffi«tl***OI P 30 
7KUXttT" 10.255.0.1" A^fJO £T 6tU fi»7 
FUXtbT" 10.0.0.1" SO ?) MS T&nTl^ 

X" w.x.y.z" tffijy ^TSnt^StOttSc 

[oo63]*b vmm&m 1 * f y«*«« 4 1 

y F.*£<i Lfct§£\ * F 'J 3 *\ * 
co/^-y FCijI€Jt (destination : dst) THUX^i 

*tfn»J&:^«*fc tt. * F 'J Sl^gtSP 3 -y F© 

igfijc (source : src) 7 FUX" 10.0.0.1" MalS 40 
* F y«S*St« 4 1 (C*tLTigUjB#(C#J vST5tift« 
tITFUX" 10.255.0.1" (cggiTSo CCOt^, IP 
/^-y-y KDT-x-y ^-tfi* (Checksum) ^rSlt^L-^M'^' 

#y >yjaaBP5cas6*i, jj-f'JBWBB i *»&<*v 

[0 0 6 4] #{C, Jl-SP^-y 2 0±O?fc*#W 

tt«OS!**B. tet*tfDNSft»6*FU «I*«H 4 1 
iCttLT, /<y-y F^SHl^niJa^COVTBMSf * 
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[0 0 6 5] 1714, &*#J^©*ttWS3lSMHj&»&* 
Fy«B5S(SB4 l lc«LT^y-y FaSfflT*»*©!IIM* 

1(C(4. P7HUXi:U" 10.255.0.1" tf£J 

y^x^n, 4EB7Kuxkur 10.0.0.1" *^jy^ 

=gg(c(4 1 P7FUX" w.x.y.z" AMMO MST^ftTV^ 
[0 0 6 6] *M;«««lBlW»*f F"7-^2 0 

-y f *§<t Lfc«*, ^ -r y >^aa» 5 

(4, 3WRofc><*-y F03s(iftTKUX*V *Fy«S 

wt® 3 e^aaMns nttvmr f ux" 10. 255. 0. 

1" T»a&**»**«E-r*. C©<6«» f»7FUX*0 
/^•y FT'femf. *©/*Sr* F**F»JW*»3KIk 
jM-TSc *Fy®PS8P3»4, H£S2tifc/^-y FOJMte 
5"c1fl$B^*3t5© I PTFlxX" 10.0.0.1" CRB'U ^ 
x-y cro«tcL,rjM<M7 , c7' 
F^XtfgHStl/i-'^-y F(4. TCP/IP-1'^- 
71-XI 2*^LT*Fy*'y F7-f 4 O^Sim* 

*Fy«*«B4 it4o§i?ns. 
[0 0 6 7] mm<DB&4. $im<DBmi~3vte, y 
4)i>*v >yjaiisi5 5 tfSfi^y-y f (cat-^^rfijBf 

L, ^JDWtBHSRKg-^T, F**Fy«B**fi 
B4 l^iMfl-rsfftmcoi/^rSi^Lfc^ *^fiS«0» 
mx-ii. Bl. 3«D*F y^->X-ri»K*3V-r, 3t/H 

FO^TX14— a5«r* F y«S*SIB4 1 tcSI^T^il^ 

[0 0 6 8] 118(4, *$m<DnM(Ofcm4fc£2>*b 
ym»i/X-ri»Ol!jf^©— e<J^LftSiB^BT*$)5 0 (D 

Fa. jwBUi*FuiJHi« , ateanT^*^'y f* 

[0 0 6 9] —73. <&^*b , &&^Td$&W£l&tt'M% 

vrzm&. 5 ii^±x<om 

«S/£li-»OBffl (fctx.«\ W«<oaS«7t:I P7.H 
W> W^ODiMfl^ I P T F UX, WJSoaiflSTcT C P 
^- ^aioiMfg^T C P F#-^. WJSOiM 

{IjtU D P if-- h#^S fc(4lt^<Oi3l{l7tU D P F 

s^jcj:-3TH)£*na) **Fy«*«B4 \^mm 

J£*SEB4 1T14, S§®* nr # 1tf\T v httvwm 
[0 0 7 0]®7-<WJ >^«iSJ!ffl5 5 6^501(115*^ 

'>b/tgoiia*sitf=*Fy«s^B4 U4. 
jaajinp 5 'MEiMT y5a?i!»P 5 (4 , en 

c,©;^7 F^rrtSP^-y h7-*3 O^iMUi-f 2>o 

3 [0071] *mm<DBmic&tii£. m^mm^y 
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v y - 9 <o&m* -e * c £ #t e * . 

[0 0 7 2] *fifi<9fg*S5. *M©»»1~4-C«\ ^ 

[0 0 7 3] 0*9^, #RBB©SHIi<0JBJR5k:J:S/^ 

1 A. 1 Bl*/*!ry b*»»IBL 13li^7hW> 
X^2*. 1 4tt^-5ry HE«tt« (sniffer) . 1 5tt 

[0 0 7 4] 20<Dim— ©/V5r-y b^ffi^it 1 A, IB 

(i. 2fl©^yh*«8BlA, 1 B*5<J:OV^y b 
StaSHl 4KJ;oT. /^r*y b*>Xfi, 1 3*« 

[0 0 7 5] h*«^fA 1 3tt^SB^»y b V 

^ 7 b7^^ 2 0*J:tfrt»*? b"7~* 3 0|IIIW< 
^y h*8«7oTt^o h7-^ 2 0 

«Bct±^<r^ h^mmm i A*«rash, by 

rAl 3rtT«tt«tlT^So 
[0 0 7 6] n«S*'yb7-*io;^7> 

h^-^flgO/^^ Btt, HI. 3tfe» 

Sfl«*-y h"7-*fflO#-htfrt»^^ by-^ 3 0 

tcig^nri/^o *ft, ;^7h«H a, i b 

tt. HI. 3fc*tt*l*i»** h7-*JU©#— btfii 

[0 0 7 7] /*5ry H£«««l 4tt, 
f 1 A, 1 BFJ©E8W'--Mi:Rtt&ft. SKA/— b* 

igflA, lB*i*t*Bl, 3KH3«-**hUB 

*Ka;l/-H«W»fc*9. /^^MKlHKH-l 4 MR 

iicfxy^u ^iET^-fex/^^ bT***p5fr* 

M»JT*o 

[0078] ^tcna^^ou^rsMJ-r^o ®ii«aiffl 
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ES;l/-h 1 6(i^ffl2n£C£#<. il^lz-h 1 5 

y-^7 2 0^50^7 Mi. h*»KiBl Ate 

J:03Mt^-M S'Nffi^tU /^7h«8Il B 
^LTfl»7 b9-^ 3 O^iHW^n^o BI«*CL 
T. rtSE*-y by — * 3 0^60^*^ M£> 

h^ai^H i a^lt^>7 by-^> 2 o-vi^ta^ 
ns D 

70 [0 0 7 9] ®^IE7*^*©*«<Z>**'*5'"'y b**ft 
WSftfc*^ Rit^7hKtiEa;i/-H 6tf 

«ijt)ST&nso -r*t)^. ^^r^ b*««« i a, i 

tcg^v^T. b i 6£KWT^*>*5r? b*« 

«oas«ftTCP#-b*^ wsoaiffl7cUDP#- 

T'**'**"^ b*V7-f V^-r— ^WcAOJBS* 
A, 1 BOE«;l/-blS3lffl5 WHJB« 

a) *^uT*«i*;i/*-b i e^mti^n, mk 

[0 0 8 0] /^yhilfflil 4W7h 

-r-^^r^i-^x^^ L£d £Lfc*§£\ ^7hE 

50 [0 0 8 1] **SKOJB»KJ:ntf, *KE<D/*5r*y K 

[0 0 8 2] *«lfiOJB®6. *Wii-4t(i, 
«*-y h7-^*^^^7 h^^-bUa^il^^. 

So 

[0 0 8 3] Hi 0(A. *5fiTOOftJWtOJB!»6K:j:«* 
h IJ R« is x t- A«*5 «fc trtWf LfcHt? 
$>So H+Oltt^'^*^ 2 0ttWaS*-yb 

50 [0 0 8 4] ©M^ilffiBt. bV-^ 2 0^b 
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aiOiMflft I P7F UX, ^OiMflTtT C P stf- h# 
nfeO'&mifcT C P#- h*^. «FJ6<DS8flS7cU D 

[0 0 8 5] *HJ**S«4 ltt, »«tofc>*5r* 
Hcowvr, h«**BMUIclJ«rU *IE7*-te 

So 

[0 0 8 6) -15. ®3RE7$"feX>*ir? bT-fcSRl^ 
tttfiSl-^Kti, *«t>0«*»«4 2-xf^TSo 

I jiS«7cTCP#— iMffftTCP 

tf-hS^, g<i^UDP#-h#^£fctijM{!l7 l cUD 
P^-ht^S«tl5) fc<fcD, 

[0 0 8 7] HI 1 tt. *fWB<0*M© 

»£^Lfc0T;&So 8*OHi'^f b«ff8g§, 2 
0tttttt**y h"7-?, 3 OtiF^gP^'y b7~^> 4 1 
tt*b'J*B*tt«» 4 3ti*-y F7-^^iiIt*$> 

[0 0 8 8] h?-? 2 Ofrto 

OD/^-y MiF*9SP*'y b 3 O'MtS.'t'S** 

3±(c, -r^roiim^^-v Mine— 2*1, ^-buw^ 
is 4 l^sn^niio ©^-y h*&m-?tc*± 

0. W£OBHifi£iiS*- *Sfc©jffifg* , ?8£ LT^fclg^ 

ft I P7KUX, Wje©aS«7ETCP*-h»^ W)6 
(OmmT C P *- Wfc<D&®7iV D P h 

gp*-y b7-*3 OOSlCffl"'^. JlfttfHcti, *-y 

[0089] mmtomms. 01 2«, *5Ewo*fis© 

SIS PFBifO 4IAT^«. tHAtf, *XHI DS 

l (is H*>tc-te-y-> 3 vu-b-y M^-y h%MLT, 
nSP*-y h7-^ 2 ofcJctfrtSP^-y 3 0KUT- 

oSIS-fe -y > 3 V^^B^So 
[0 0 9 0] ^KttflMC-Pl^TSttB-r^o ©ii^&ffl 
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/«? 

ttSP*-y h"7— * 2 0fre>£DA^r y MirtSP^-y h 

e-*ti*hy«B5RaiB4 i-\&&<i£nSo ©*hy 

Ttt, ^flTCl P7KUX, 2t<fftl P7H1/X, iMf§ 
7cTCP#-h*^ atfl|ftTCP#-h«*nteL 

[0 0 9 1 ] 

*f»HKJ:ntf, *jE7*-fe*l=*W* 

4f**M»t £ ^ t tet+a U f-f tt*lfil±*-efc 
20 ^<t£-t!\ *-y h7— *©i££«rfxV\ &SWi, ^FIE 
[ESOfBS^^SiB^] 

[si] nc t t?)*h , jeij»v'X 

[H2] |2icT)^-hyi8l^i>X7 L A^*3lJ-5A'7--y h 
JO [0 4] 0 3O^-h'JS§ai->xxi»<oil«SfflBtcoib 

CD — tW * I- ^ 0 T- 5 o 

[0 5] @3C* h y-|ij|i§->X-rAlc:*5l^T, 7-r;b 
[0 6] *5£Bi3©^fiiS<Ofl5f!S 3 tc «t 4 * V 'J «/J*^iS 
[0 7 ] Sc»*W51-07l-aWII*««*^* h 

iM4 1 c»lt^*9 h2ifis-rs«^©oaff^^^^ 

40 BH0-t?£>So 

[0 8] *5fflB©3«i fl WB*4JCj:**bUWiS / ^ 

(DMf<D— m Ztt- U ftS4BJ'J0T $> S 0 
[0 9 ) *«WO*WO««8 5Ci5/^'^ 
X-ri*©— «l^e!l%^bfc0T'fe«o 

[010] ^mi<omiM<omm e ic j;** f y 

Xf AcDifffiEteJ: tflKlflFO-0IJ** I- fc0T'fe So 
[011] *58iUi<0*ffli©ra» 7 t J: ** h 'J 

XxAOttMfci; t/JUlfPO— ^ ^0T-fe S„ 
[012] *f€B^(0^filcOfl5^ 8 ic «t S * h 'J SI»-> 
50 ^xAO<#BEtt5<fet>'l/jff<D-<?>J ; &?>l-^0"P^ ; 5><' 
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I/SX, 11 PC I f>^-7x-XgP. 12 TC 

p/i p^y?-7i-xas, 13 h*m~>* 

f-L^ 14 hBIRttH. 15 fflttt/b— h, l 

6 EUM/-K 2 0 h?-*. 2 1 Mffi 

flM£SB. 3 0 3 1 rtSPiffi*8 

IK, 4 0 *b!)**h7-*, 4 1 *MJttl*SE 
I, 4 2 »«t)0((B*a«s 4 3 **h7-*M 

mm. 5 o ws#«*^a, 5 1 miasm 



[Bi] 




[013] fiie*<0«A*»l->^T-ix<D«l«fe*t/«lff 

[Arctium] 

l sth'JOittSfl W«y hf»»B) » 1 A, IB 

zt'ryh'PM&S. 2 /^yhtllW, 3 
R«g. 4 «Att*Qfflk 5 7-f A»*yyy«W!»» 
6 7<fll'*V>?7—7A'. 7 rtSB^T., 8 ^- 
yt*3Vea->, 9 7 F-Y F, 10 PC 



[12 2] 




(BBS 
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ftffl 2003-264 595 



[H3] 
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ftBB 2003-264595 



[BI5] 




timers 



-21 




[H73 
1 



src=w.x.y.z 
dst=1 0.255.0.1 



src=w.x.y.z 
dst=1 0.0.0.1 



41 



10.0.0.1 
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[B8] 
1 



— ~g> 



41 

10.0.0.1 



CH9] 




1 0] 



42 
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(15) 
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1 1] 




1 3] 





-15- 



